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This study presents the design, implementation, and experimental validation of a real-time Wireless
Intrusion Prevention System (WIPS) tailored for IEEE 802.11 wireless networks within practical
environments. While prior literature predominantly relies on offline evaluations using benchmark datasets
like AWID3, the operational gap hindering real-world deployment remains largely unaddressed. In this
work, we identify that initial AWID3-trained models suffer from severe false-positive behavior during
live deployment, a consequence of train-serve skew induced by a heavy reliance on Target Encoding.
To mitigate this issue, we developed a robust preprocessing pipeline that maps all features into rigorous
numerical representations, followed by comprehensive retraining using empirical real-world traffic data.

Ke)'/ words. . . Furthermore, we observed that RF environment-dependent attributes—such as radiotap.channel.freq,
Wireless Intrusion Prevention radiotap.datarate, and radiotap.dbm_antsignal —vary significantly across AP channel configurations and
System(WIPS), i XGBOQSt’ hardware drivers, introducing additional deployment discrepancies. To overcome these limitations, the
AWID3,  Real-time  Active system was re-engineered using an optimized 11-feature set exclusively comprising IEEE 802.11
Defense, ~ Deployment  Gap, frame-structure elements independent of RF variations. The final architecture employs a hierarchical hybrid

MAC Randomization

machine learning classifier and a sliding-window decision mechanism. In 5-fold cross-validation on the

AWID3 dataset, the model achieved a ROC-AUC of 0.9994 and a false positive rate (FPR) of 1.43%.
Real-world deployment yielded an FPR of 0.00%, and evaluation against unseen attack tools and novel
attack vectors demonstrated strong generalization capabilities, maintaining detection rates above 89% with
a minimal FPR of 0.60%.
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Disas 57,892 10,438 18.03% A 7] o]

Evil Twin 63,916 63,115 98.75% ML X

Kr00k 54,006 51,133 94.68% ML BA

Krack 49,990 49,990 100.00% ML BA

Malware 69,070 68,718 99.49% ML BA

RogueAP 1,310 1,310 100.00% ML &4 &

SQL_Injection 2,629 1,741 66.22% *ML H9] 9|

SSDP 86,639 86,639 100.00% ML BA

SSH 11,882 11,543 97.15% ML BA

Website spoofing 51,858 50,417 97.22% ML &%

Az}

Normal (TNR) 922,000 908,791 98.57%

System FPR - - 1.43%

ROC-AUC - - 0.9994

b X

TDisas= Kr00k & A3 &4 |Fdud L2 T3 127t FAfeof ML ©®= EA|&0| FH. st0| 22 E WIPSS| 2! 7| A3
(wlan.fc.subtype=10 ZZ 22 O§2)0| O|Z 100% HHSIEZ, 2|Z A|AHIO Disas E2|82 100%0|Ct.

*SQL_Injection & AS(L7) 3422, B4 T3 79 L2 X2 34 HEE 12 &+ ¢H Ol 3| 4 ¢
AfE[O| ML 45 B7I0A A|<gtt.

“ _ o = = = L 5 =
fRogueAP(n=1,310)2] 100% FA|&2 L2H= Sdd 44 & WM, of0|HE|E ASMMe 2] 7[HeEL HY
gAEH. 19 2. AWID3 Hlolel sl Z2) A% §7)& (Stratified 5-Fold CV)
100 4 99.9% 99,0% G8.8% 100.0% 99.5% 100.0% 100.0% 97.2% 97.2%
80 - —— . 80%
=
e 601
a
o
7
o 409
204
[ ‘;';*II:E: 809
A < 80% (ARl
o )
(el Jasset potnet DCﬁ‘“\\ Disas E\‘.\\_:\;wm mm\». wrack ;\r\u‘ﬁ“"“e “ng)utf"v o \n'\f-‘ﬁ"‘““ <50¥ et W eb,;_lwo
- poofin®
34 99
Figure 2. AWID3

Sy~ €4 & (Stratified 5-Fold CV 53 2A3})
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ML 2| Q| Y 1170 SZA(SQL Injection-Disas A|2|)Q] &Z|&2 90.15%~100.00% HAO| FE5IH, 11F AA|0|A 90% O| 4=
=5 L Disassociation Flood= 23 &E £M ZAlb 47222710| Kr00kE LEEE| QY =0, &= 224 80| IEEE 802.11 Zg|¢
TZ 2Z0M fARSE WEHE Z/5H7| o[t 2|4t 5t0| 22| E WIPSO|M Disase 2! 7|8t A S (wlan.fe.subtype=10)0] ZHE
Ho2 HRStER, MLL| 18.03%Er= 4X|= St0|HE|E A|ARIQ A2 Disas HA|&(100%)2 HESHA| Y=Lt SQL_Injection
TCP/UDP H[O|2E {8 I{HO = AL = 17 3A4CE, 12 f4 T8 L2 P4 Ho|E Ecfju 12402 L1F0| g7}sf
Cr. Ol L2 BA| A ARS] TRot HY Af0|H, SfO|EEE A S A ERYS HFH2E Wi

Krack, SSDP, (Re)Assoc 5 &4 2 AZLEQ0] QMM E.909] radiotap.length A| 1L {7 HESIO] EFZ|-8 99~100%S EAISIFCt
(Figure 2).

3. 487 A& Al =Y Hn

&Y GO &4+ ML = 23, o4 2] 7|80 23 T2 3 A|otsh= StO|EE|E RO 452 H| i 75t T (Table
5).
Table 5. BfX| 2hAld AMStA M H|W
T 2=zl AUC 287 FPR 22 i H|Z 7}s
Pure ML (v4, Target
_ 0.9994 ~100% AWID3 13% X
Encoding)
Pure ML (15, +41% 2 0.9986 00° 3 13%
A W . ~100% AWID3 13% X
Hybrid (72 + A% i
0.9997F ~100% 73 3% + 5% X

ML, RFZA X3
Deauth/Disas/Evil  Twin

Rule-only -- 0.00% — \%
€]
Proposed Hybrid (772 0.9982 0.00% T 3%+ S5E 5T
. - . . _ v
+ ASAML, 113]4) ° + R 24 dulg)

*0.9982= A&7 43 HO|E0f Tigh 11M% ZHO| 5-Fold CV ROC-AUC (IV.2 2tX). AWID3O| T3t 2|3 HIt7t ofE2
vaN5QF I H| = £t}

TRFLZ Z3H(14L%) EH2 FLU HO|E|{0|A 5-Fold CV ROC-AUC 0.99972 11I% E&(0.9982)EC} 2220l 450 5oLt
4 FPRO| ~100%= H{Z E7[5tCt Q. AP 2|2 H7H(2,442—2,422 MHz)2 2 channel.freqq =X EYX|, dbm_antsignal 0%
2 84 BEO MS O2 2t Z RFIAE QT30 AUCE 50|70 HIE OFYA e gastet
Pure ML (v4)Q] AH&tZ4 FPR ~100% &Q!: Target Encoding 7| Of% AHIj — A X7} Global Mean(0.37)2 =2 ZEHH
Pure ML (v5)2] A&t FPR ~100% ¥<Q!: AWID3 &t& I *{(ssh.direction )7 A&7 tsharkO|A| & &7

oz
M o

V. 4373 43 & 13

L A3 33 74 2 AgELe

283 95 452 Hoh Kali Linux 7|29 4 =EQf Python 7|8 YO WRIO| LZH HAEWES YsIRAL.

74 8 AR
ol o AP IEEE 802.11n, SSID: TOTOLINK A3002RU

AP BSSID 40:EE:15:03:9D:6C, Channel 7 (2.442 GHz)

44 SToldE 2HEE, HEE, RER (3], 44 BeA/2ER)
FE/ge] w= Kali Linux, wlanlmon (EUE TE)

A A tshark, RUE 2=

ozl Python 3.13, XGBoost 2.x

34 7= mdk4 (Auth/EAPOL/Beacon/Fuzzer/Probe Flood)

2t = aireplay-ng -0 64 (Deauth 9F%])
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2. A% Ag<E

T T3 AZ
A4 EfY ZE)o|IE 30 YREA ARME- (300s) 67,989
34 EdY T2 93] 24 5% (300s) 234,206

HetE0| A3 &4 8d 2 Authentication DoS(mdk4 -a), EAPOL DoS(mdk4 -¢), Beacon Flood(mdk4 -b), Packet Fuzzer(mdk4
-f), Probe Request Flood(mdk4 -p)2| 5322, 0|52 25 Deauth/Disas/Evil Twin 4212 3|5t A4 MACE IiZ/0(Ct 222
HZASHE EM4E 712I0H 1170 44 Mm% 7|8t REo| 24StE A, Stratified 5-Fold CVO||A] ROC-AUC 0.9982(E-FH X} 0.0001),
B A& 9839%F FYorAt.

=2 =2 O

3. A8 Ayl

Al zrE|S] HEE HYEE sYSIRAT AY 122 Al2"Y 7|E SAE d3ors oH 20N, ¥ 30| 2 A1 Y EF

Aol

® A3 1 (9H]|): aireplay-ng Deauth Flood, 58%, E2}0|HE 2= &4

® A3 2 (9H|): mdk4 Auth Flood + Beacon Flood &%, 300, ZZ0|HE Q= &7

o ¥ 3 (YAl): B4 220|2UE 30) BHOIM MAC S 74 98 B4 53 5| 28, 3002, AHF AstE BY + MAC

= T 2| 2| Z(Deauth subtype 12, Disas subtype 10, Evil Twin SSID $5)& 23l5t=& A A L0,
ML B2 A0 ST Y7l J|oig SYste o Mad 20|

M zrE| HEel YFH 2t (Table 8)2f 2

Table 8. I§_} 74 _3_71 )\Ilé__-ll JSEI: 71;1_|,

e —_| = o =

&= A% 1 (Deauth, 58s) A4 2 (H3h 300s) A3 3 (%84, 300s)
Z A 3 18,269 171,826 171,958
Control ZHY A9 11,871 (65.0%) 117,791 (68.5%) 5,058 (2.9%)
A 7Fs A 6,398 54,035 166,900
E4] - Deauth (773]) 2,391 16,974 58
Ek1] - Disas (712)) 36 113 0
ELA] - Evil Twin (773) 0 2,447 331
B - ML 2% 286 12,443 161,958
F 8A 7 2,713 31,977 162,347
g3 & 42.40% 59.18% 97.27%
FPR 0.00% 0.00% 0.00%
Precision 100% 100% 100%
et g4 A 0.16 ms 0.52 ms 1.54 ms
P95 BHx] A4 0.45 ms 2.64 ms 9.89 ms

44 FeoldE - rey 3d
ML ¥ HZ 10.5% 38.9% 99.8%
ke MAC 1 3 0 (MAC ¥dsh

Mg 30IM ML £8717F M3 T 9.8%E T A2, M8 5% TH0| BE FAS 2alste 9F0[A7| WO/,



Research manuscript | Lee Seonghyeon

o] Y 12) OfH| BR[E0| 42~59%01M 9727%2 U= Fdd A2 H&83E Mbs 22 300|0. = AL0M "HRE"
22| 7ts I{7 = A|AEl0| ZHOoE HE5t 7o H|S _|E||o|-l3:| "FPR"I’_f "Precision"-S )\|¢Eﬂ AZO ;'(l-I:I_I- AYS 7
-

Ao
Of Ol A[2r=l0f, 162,347712] ML F2| 20| 21783t 34 HH7'°|7<I OEIHOH oigh et 7:1%% = &2 gl

U7 30ME A0 SBE 372 MAC 2 SO[AE MACS 7|§Ho2 WY 1ateE ERAZ 7| Z5CH(Table 9).
Table 9. &8 3 J2IRE EFA 2N
A& s H| 3
mdk4 MAC #FHstz A2 A2 MAC

GT TP 0 .

_ HEd
GT_FP 8 SEeIRE A 431 F oF
GT TN 35
GT FN 0
GT FPR 18.6% 2%E437) 7% BAA fo8 A

GT_TP=02 mdk47} &4 MACE IHZI0MCE 2219 #3510 S5E A MACO| M| THZI0f LEFLEA] 27| TE0|T. GT_FP=8
= AP RS JH{O|M 2EO|AE Y E ZY0| 34 WL RARRH I E 71 4 USS AARIH. J8f2E ERA
A4S W0l 4370 27 Ol R, A 553 250 15t0f| LA 77| [[|1E.LO|D(, S If
”fEE'E“%E‘QI MAC #3st 7|5, J12j 2 2ot 3 Eajmo| o2 GT 0jyo

M= ALt o, ZEO0|AE 22 MEFO0| 4372 - , S| 7H0| WCh= oA RIHZ
H| 0| SFA 7} QUCF. 3HH, Table 82| FPR 0.00%< Al e RHER, 251018 HESR AALS 2Us0o] HA 2T
FOE 0[0(7 B S=OIUE IPZI0| YASS A0IRH. GT_FPR 18.6%= M7 T ML 0|5 LFEE, 712 ﬂﬂi'ol SASE

= 578

o]

_[,'-_'

|
A
4
=

oo =2
SOt £2t0|d YT TWEO) QI3 ATHOZ O[0jA(A| Y ALE EIUC £ AR
of O|Z)7t AO|StER Y HliLE HSHA| oL

40 du

6. Ag WAUE 84

A HAYS 24 Z2d= HEd 220, 2y 39 4 ofHS A AATH(Table 10, Figure 3).

A% A}

MAC EHg2E gt 07 (MAC HHSIE AAIF M=ED)
552 Deauth &+ 22 oHEnt) 2F A8

T4 =T AP SEE 0% (“AP responded on 0 of N probes”)
A =T A4 AETE 0% (“Status: No Response”)

10
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skl

Figure 3. A% 3 A3

o

MACE 70t} RiZ5He E320| Ofsh MAC £
MO 2 DFSIECL UM ML BZ| O[HIEN HSE S552 Deauth

[ = - OO
SHES %2 YRYUCL Ol MAC 7|4 XfTrel 2% S e 74 55 089 BN J¥e YHHoR YBATL

7. AR AR

2 A2 5% Wolo| ALRE AR97I USB M FLEO| SLEQIOf AfQFA 24GHz T H'd BAOA SHEQACE ot
CH'E BHA01MQ) R BT Al 7 £AS USR] L2to| 3t H BAS 2 Ay MYS Yo, T 20| Wasitt
T3 HA AE MHAY 3)S 30020 TY MMOZ ZMELYODR HAZH 28 A WAIE 4 Ys 027 LaF ZaHoY
CR|ZE 59 OFHA 2012 = AT E3ER| Yert

)
=

o4 37 =79 37 QYO Ul Yurst Y52 RO AB5HY| YTt 27t
. .37 E78 mdkd T4 Python T3 22 240| 2212 scapy@ BA|SIATE.
A3t HOIE 47 U R S0 UM AFGEA| YL Dlsh ER0ITH AL Y S2A0AET} gl B
EI9100f, WIPSTH X3 £ A2 89322 (H2| Ths 7.8932)0lCk.

mo rfor

w4 O
oo o2
P w on Jjor

o 19 3@ iy
il
=
g
rion
ox
rlo
|
(on
o
N
o
ofn
e
B'E
n

>
1L

rir

©n
8
k=]

y

12
—
[\ )
(e}
} \
]

7k A A

37 9 Taw 2ol TSI,

o

® scapy Deauthentication Flood: 22| Z&|Q subtype=12 & F
® scapy Beacon Flood: 2| Z2|Q subtype=8, £2I¥ SSID A& F¢
® scapy Authentication Flood: 2| ZE|Q subtype=11 T £ (MAC HEHShH
® scapy Probe Request Flood: 2| I subtype=4 A& F
® scapy Association Request Flood: 2] Z2j|Q subtype=0 & F

7t 87 SHY 20007 A3 UL, B2 7 52 OIS S0f AIZHOR Ralsiic B34 ATUEL WE 49 A|AER
EARITE JSONO. 7| 23101, WIPS) TH%'8 A 2IEHIAME, MAC, U] ZThet N7t HEQ 0j2 2 S5 27 S
Ground Truth SR/ 88 AESIACH £47|% BASE ©X| 453 (2] 4 + 0T 2 4)2 Lo Ao, 0jga 232
37 YCQ U NORVALZ 258 TUSY MACEHH MAC B39 S44 18]9 235HE MACS 3% TH2Y 7H540| £2)°)
42 MBSt

2 RO 2 1A IS 893270|0, 0] F H2| Tt TZS 78938 A%)0IACH T AR AT o 12020]0, B2

A2 047 ms, P95 ER| ZHE 1.07 msE 7|25IF Lt

11
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scapy Deauth Flood= 12! 7|HF A|Z(subtype=12 B E2A EZ|)0| Z25t0 £AI7|F HR| & 97.9%E Z4J5F Tt Beacon Flood,
Probe Flood, Association Flood®| CialjA{= AlF MAC EIE 7|8t Flood X 20| Z EtZ| A £0 2 Zt=519 OO, Authentication
Floode= ML 22 A Z1t Flood 12!10| a5t E2Z|SIULE. Ground Truth 7|8 ¥ Aite Ch2dF ZHCH(Table 11).

Table 11. 0|shs =4 =770l st 28tsl A Z3t (Ground Truth AE)

34 7% A& =22 AS F417]1% DR

Deauth Flood 200 ALl 97.9%

Beacon Flood 200 Flood 4 89.9%

Auth Flood 200 ML + Flood 99.7%

Probe Flood 200 Flood 74 93.0%

Assoc Flood 200 Flood 74 98.4%

FPR (34 =% 9)) 0.60%

Precision (A28 459) 100%

B &4 AdA 0.47 ms

P95 BA| AA 1.07 ms

A 34 KM =47|1F BAlE 89% Old2 FFotel, ASE BAl 7|0E dTH2= #M%F A= G5k 20 Deauth

Flood= 2! 7|8t A Z£0| 18148 EFZ|StF 1L MLO| 9748 HZSIF Tt Auth FloodOA= MLO| 1,24271, Flood #+2!0] 18671 &
SAI510] ML 22 A|20| 71017} Z|MHO|%L T Auth Flood2] BHA] 41428707} 24 £(007)E 23t 22, 27 70| Qust
AP2| 01F 8H 5 A =& UNA| H|HA radiotap.length INE1 Q2 &Z|E[Sf 7] I§=O|Ct Beacon Flood(Floo 16374, ML 671)2}

o,
41
w N

Probe Flood(Flood 2! 17071), Assoc Flood(Flood T+2! 18871)0]|A{= Flood F2!0| & EfZ| £ Q2 A5 CE Beacon Flood(89.9%)
o} Probe Flood(93.0%)2] A 80| A2 2 O[F=, Flood 212 A MAC YAZL(A570) EF H 27| 70| DIER|E=
AYY £7H0] Z25t7| MFO|Lt FPR 0.60%= 34 e o M HSEJSHEFY 3,1570 F 190 &), =8 44
2|9 H2| ZUO| Flood YA YAHoz L5t AUtz FMEL

o E4: radiotap.length 7|¥F =7 B3 &2 WAYZF
Oz 82X £M(Gain 7|F) 21 radiotap.length?} Gain=9,899.3C2 L= [YE X
- A

A5t e, 222! wlan.fe.type(Gain=156.0)1t
5101 2F 63H{Q| 2}0| 5 ECH(Table 12). O] = RFO| AT EQ0f 7|t Ij7] QMM £ £

22| RadioTap 3|5 ZO| MEHZ

B2 Aol HA H32 HEFIASS AINICE HEH IBEE 80211 S20[H S radiotap.lengthS SLEO! Aol wrat Qs
o2 H11StE HHH, scapy-bettercapmdkd 5 AZE O] Q&AM 7|Ht £ 1= 4F0|3F radiotap.length 2fS A/d 3Tt ShE O[O E{ O
5t mdk4 222 O] EO| 22 QAN L0\t SUsHA HL2E AL}, Auth Flood-Assoc Flood®?} Z0| radiotap.length X}O|7}
Wae B UM 99% 0|40 RIS TABIACL H18 BeaconProbe Floods F4F ST A W2 450 L 20|t
Aot ML HEC 2= HR| 80| FHCL, 4l MAC BI= 7|8 Flood 2| 40| ZEC =2 89~93%7HA| HEAUL. O|= 50|22 E
OPFIHAHOIN ML ZZI FE 7|5t AZ0| B B HPS AUHS HHOR AT

Table 12. A&t Maks 2 I SE (&9 571, Gain 7|&)

o =] Gain

1 radiotap.length 9,899.3
2 wlan.fc.type 156.0

3 frame.len 43.6

4 wlan.duration 37.1

5 wlan.fc.subtype 30.9

Gain 7|8 % S5 FMZ E5t7| 5l SHAP(SHapley Additive exPlanations; Lundberg & Lee, 2017) &A1 2 35t O
SHAPS #|20| 29| Shapley valued] 7|¥5101 2t TX{7} 742 OIS0 O|Z|= 7|05 & 0|2 02 HUASHH 2|3ttt

A HIOIE{OA 5,00012 22t FZ5t TreeExplainers 2-83F 21, radiotap.length] mean |[SHAP value|2 7.7622 29|
wlan.duration(0.59) CiH| 2F 13H{0]| 25} Ch(Figure 5). SHAP summary plot2 ®¥efd Y EE A|ZSt=0|, radiotap.length 2}0| &2
HME(36, G NIC)2 SHAP 0| gy HE, I ME(12~13, AHHA )2 F(ZF YHE FEo10], L0

radiotap.length®| O|%l 22| I{EH S SF50IUSS AAH2E 2QISIU. Ol Gain 7|8t Z4(Table 12)2] 221 LZ|5IH, 0|24

12
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248 By

radiotap length®] %EH Gain 268 ST LH7F £ZEYO] AMM E79] tool fingerprint® 7|53+ AIASICE UM 2 3H& Tlo|ES
o 2xE 2M3F A, HAF E2LO| radiotap.lengthe 36(96.1%)0 HZE= EHH, mdk4 &4 E2fTH-2 12(48.4%)2 13(48.0%)0f|
USE O Ao &3k 0|21 2|7t B2IE|QUL radiotap.length HY MXDTFO = 5-Fold CV AUC 0.98295 ZAds5t0], ZRQ| 3l
O Q2L 7F =32 5Lt 2L radiotap.lengthES |73 102 EZO| ablation 21, AUCE 0.99820(| A 0.99722 0.0012F
= 98.02%5 94|54 Ch(Table 13). O| = ZR0| tool fingerprint /0| frame.len, wlan.fc.type 5= &6 &4 IEHS
St QUZE AIAFSIH, radiotap.length T L{Z{0f| i3t WA et L2 = ablation ZUZ BFHO=Z 2epECEH

oy i
_O'E
ki

.
R
ndo

Table 13. radiotap.length X|7{ ablation Z2} (5-Fold CV)

T3 ROC-AUC HA&(DR) FPR
113] % (radiotap.length £ &} 0.9982 98.39% 3.49%
103 #(radiotap.length = 71) 0.9972 98.02% 5.06%
o] (delta) -0.001 -0.37%p +1.57%p

2}. Adversarial Spoofing Al &
A7t radiotap.lengthS 8¢ E2fT 2 2{HIZI(36)2E f2of= MUY AU S A|l=H|0[dst0 ML 29| ZH g5 B7fst
=

L}, 5-Fold Wz} AZ0 =2 k&t BHO| i3 E|AE MO 37 I§7I0F radiotap.lengthS 3622 B 23t 7E‘.TL|'E Table 142} ZLCF.

Table 14. Adversarial Radiotap Spoofing A|=2|0|M Z1}

AUz L ROC-AUC DR(%) FPR(%)
AR (9% 919 0.9982 98.39 3.49
34 #2136 0.9569 67.97 3.49
Spoofing A| E+Z|-E0| 98.39%0|A| 67.97%E 30.4%p St=510{, ML 20| radiotap.lengthOf| CHst =2 |2 & 712 & &Olst¢ Tt
Jd2{L} 50| E2|E WIPSS] 2! 7|8F L1 A& Z2|Y subtype 7|8F ZHEX EHR|E £38StE 2, radiotap.length JRIC ==
AAERN MHYE 23|58 4 QT EESH Table 132] ablation 2 If(radiotap.length #|7{ A| AUC 0.9972)F ZHO0| ExX OXE SHA T

YTR T2 528 9Aee HoiEL;

= o
= AFUAM XGBoostg 2F E&/7I2 MHet 2A4E ASs7| Asl, 2 1170 [ &2 5-Fold CV 20N 439 2&
DS Hlw 43S CH(Table 15).

Table 15. 27 Z2EY M5 H|W (5-Fold CV, &gt xistE C[O|H)

2d ROC-AUC DR(%) FPR

XGBoost 0.9982+0.0001 98.39+0.07 3.49+0.18
Random Forest 0.9984+0.0001 97.67+0.34 1.05£1.26
LightGBM 0.9984:0.0001 98.43+0.12 3.49+0.29
Logistic Regression 0.9946+0.0001 96.97+0.07 0.08+0.03

-

GBDT A€ 3%(XGBoost, Random Forest, LightGBM)2 ROC-AUC 0.9982~0.9984 H2|0| A 7{o] 55t M5& Ho|H, =& 7
AUC ZfO[(AAUC=0.0002)= EFHZ} (0.0001) O|HZ SAXHLZ Folotz| Q. Ol 1170 T3 2 LA7t A Fot= 2&F
AMS7F EY 4D Z0| Q52| &S BHE S A[AFRCE HHH Logistic Regression(AUC 0.9946)2 GBDT CiH| R.20[5t A&
20| & EOf, HO|E{0f BHIMY JAEHE A7 EAMES &QUSHAL. 2 THLE XGBoostE MESH O|F= M| 7R O|Ct. AR,
Isotonic Calibrationit2| S3r0| 2F S E|0] &F H2ZO0| 0|5t =M, tree_method="hist' 7|8 S84 ZFEOE AHA|7t HI'IEOH
AefoftCt. AR, AWID3 2ZEfQl Mo|ZafQlifo] A FAIY 4 UL ROC F41 H| W (Figure 4) 94 = GBDT 352 A<
Azxl= ZME 2O0|H, Logistic Regression?t A FPR L7F OfA ATjAH o2 Y2 TPRE HOIC}

.I

13
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= = Wi-Fi 39 24 AY %*ZI A ARY(WIPS) ZOFO| M 2 Z2kQl [F7pe| ME|Y 851 A4 7 1 S-S FA|0f
=55t Y Mo|ZepQls A|Qhstl HESIALT.
A2 AWID3 H|O|E{All(1,466,07474, 142E| )2 42 = XGBoostd| Isotonic CalibrationZt F2-Score 7|8 A X| ﬂz*ifa
Z%5t0f ROC-AUC 0.9994, System FPR 1.43%5 25T H&td -8 A| Target Encoding 2| &4 22 FPR ~100%7} X
ZF BE AZLE S, O|F sfi4st7| ffoff vs MO|ZEfQIC2 QARF AEFYS AHotA2Y, O|: RF &3 <
(radiotap.channel.freq, radiotap.dbm_antsignal, radiotap.datarate)’f AP Zf{'d #H7Z4 &L EZt0|H 20| 2 QIS 22t HjZZ AZPE Quf
2712 WS O[S S£517] Y3 IEEE 80211 ZaQ 22 LHRC2 2HH 17) OFF TH WSR2 ML
43 EPLoE Asrastol AA| HIE s 22718 HESIAT. 32 JlU HAH BASR 2ot TH 9% 53 LEO
21 430510 117 OFY T 2 243435t A1k, 5-Fold CV ROC-AUC 0.99822 445t RF L2 S Z35t 1402 D@2 omat
AUC7t 099972 O £FOL} ME7 FPRO| ~100%Z HE £7(55t% OO, O|l= QI2f0l M5t HiE OFY 4 Ajo|o| EF0|ERZS
dFHoz HO{Zh YA HEd 45 @ )M e &4 220 E 3017t HA Efm-g MHste BFoAM MAC HES}
7|8 2 23] 24 5£28 30027t A A251F oM, EFX| & 97.27%, FPR 0.00%, Precision 100%, E+ EX| Z|H 1.54 msS
S4BT, 554 Demh %32 B3| B2 £79 AP SHES U2 25 Yol SIS HOIHAOM, MAC HEEF B0
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